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Configure App Service Authentication for
Your Azure Web App

Introduction

This lab is part of a series. This second lab will show you how to set up Azure App Service Authentication
(aka. Easy Auth) for your Web App.

Terminology

The Portal uses a user interface concept that tends to expand horizontally towards the right. Every time
that you choose something, rather than popping open a dialog box, it creates a new panel of in the user
interface. These panels are called blades. I'll be referring to Ul blades through this lab.

Variables

A lot of the resources that you create in this lab are going to need unique names. When | say unique, |
mean that they’re going to need to be unique for Azure and not just fun and creative. Since | can’t
possibly know which values that you’re going to need to choose, I’'m going to give you the list of these
values now and let you choose them. I'll refer to these as “variables” throughout the lab and when |
refer to them, I'll put them in squiggle brackets like this — {{Variable Name}}.

Variable Name Description Your Value

{{App Name}} This is the name of your application
in Azure. This will eventually turn
into the URL for your application.

For example, if my App Name is
‘thingy123’ application URL that
azure generates will be
https://thingy123.azurewebsites.net.
{{Resource Group}} | Thisis the name of the Azure
resource group.

{{App Service URL}} | This is the URL for your web app. https://{{App Name}}.azurewebsites.net
This value is generated for you by
Azure.

{{Client Id}} This is the MSA application Id that's
generated for you

{{Client Secret}} This is the MSA application secret

that’s generated for you
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Edit Your App Service

The first step is going to be to go to the Azure Portal (https://portal.azure.com). The Azure Portal is how

you administer all your stuff in Azure.

1. Open a browser and navigate to
https://portal.azure.com

2. Inthe left column of the of your Azure Portal window, click on App Services. (NOTE: if App
Services isn’t already in your Favorites, click on All services and search for App Services.)

Microsoft Azure

Create a resource ADD Services

Eenjamin Day Consulting, Inc.

All services o Add S Editcolumns () Refresh 0] >

FAVORITES

| | | All subscriptions

Subscriptions: All 6 selected — Don't see a subscription? Switch directories

Dashboard
5 items
App Services NAME STATUS
Resource groups {* L' benday-webapp e Running
T ;-._W R

Virtual networks — S

] Running
Subscriptions

Stopped
Azure Active Directory Stopped
732 All resources I PP SV Ay N

3. Anew Ul panel should be visible that has the title of App Services and you should see all the app
services that are in your account. Locate the row for {{App Name}} and click that row to start

editing it.
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4. You should now see the Overview page for your Azure App Service Web App and it should look
something like the following image.

« Home > Ap > benday-webapp
. benday-webapp
App Service
je, &« [£] Browse B Stop zz Swap D Restart [ Delete
Af' Click here to access our Quickstart guide for deploying code to yq
Overview
Resource group (change)
rg-benday-weba
ﬁ| Activity log J Y PP
Status
° Running
s Access control (IAM)
Location
East US

& Tags

Subscription (change)

. Microsoft Azure Sponsorship
% Diagnose and solve problems
Subscription ID

DEPLOYMENT
LWWMMWJ

5. Inthe left column of the App Service blade, you should see a menu bar with a bunch of options.
At the moment, you're probably on Overview. Scroll down until you locate Authentication /
Authorization. Click Authentication / Authorization. You will see that your web app is set to
run in anonymous mode and App Service Authentication is turned off.
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App Service

/O &« L:‘ Save x Discarec
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Under App Service Authentication, click On. From the Action to take when request is not
authenticated drop down, choose Log in with Microsoft Account. (NOTE: if you want to use a different

authentication provider, you can...but then you’ll be on your own for a lot of the remaining steps in this
lab.)

H save ¥ Discard

Authentication / Authorization

corresponding SSL bindings .net version is
is set to “Integrated”

0 To enable Authentication / Authorization

App Service Authentication
Off

Action to take when request is not authenticated

Log in with Microsoft Account

,.f'\.mr‘\,o

Authentication Providers
SNV NI NI S -
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6. Under Authentication Providers, locate the Microsoft account provider. At the moment, it
should say Not Configured. Click the Microsoft account provider.

Authentication Providers

P Azure Active Directory >
Not Configured

a Facebook S
Not Configured

Google S
Not Configured

u Twitter >
Not Configured

as Microsoft >
Not Configured

W
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7. You should now be on the Microsoft Account Authentication Settings blade. This is how you
make your application known to the Microsoft Account (MSA) framework. There’s not a lot we
can do on this page right now because we have to go to another website to get the values for
Client Id and Client Secret.

BUT! While we’re here, locate wl.basic and check its checkbox.

ces > benday-webapp - Authentication / Au ation > Microsoft Account Authentication Settings

Microsoft Account Authentication Settings B X

“

.. These settings allow users to sign in with Microsoft Account. Click here to learn
more.

Client Id

Client Secret

m| SCOPE DESCRIPTION
v | wlbasic Read access to a user's basic profile info. Also enables read access...
wl.offline_access The ability of an app to read and update a user's info at any time.

8. Open a new tab in your browser and navigate to https://apps.dev.microsoft.com/#/appList
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9. Under Live SDK applications click the Add an app button.

Live SDK applications team vore Add an app
Name App ID / Client Id
I =
|1 N |

10. You should see a New Application Registration dialog. In the Name box, enter your {{App
Name}} value. Click the Create application button.

New Application Registration

Name

benday-webapp

Clicking the button below means that you agree to the Microsoft

Account services terms of use: Terms-ef-use

Cancel
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11. You should now see the registration information page for your MSA application. This page
should be showing you two very important pieces of information. PLEASE TAKE NOTE OF THESE
VALUES!!! Put them in notepad or something.

| know that this is a little bit confusing but I’'m going to have you refer to Application Id as
{{Client Id}} and the application secret as {{Client Secret}}.

benday-webapp Registration

Click here for help integrating your application with Microsoft.

Properties
Name

benday-webapp

Application Id

e {{Client Id}}

Application Secrets

u

/ {{Client Secret}}

|

Version 0

Current

lwwwumwwwwﬂv\, e Y

z
f
|
3
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12. Scroll down until you see the Platforms section of the application registration. Locate the
Redirect URLs section and click the Add URL button.

Platforms

Web

A A

Allow Implicit Flow

Restrict token issuing to this app
Limits the issuing of JSON Web Tokens (JWT) f#t your domain to exclusi

Target Domain

This is the domain that other apps will ugé when they request a JWT for

Target Domain

Moo AN, A N,

Redirect URLs ©

I N Y I I T . T

13. You should now have a box under Redirect URLs. Enter your {{App Service URL}} value in that
box, followed by /.auth/login/microsoftaccount/callback.

Redirect URLs ©

https://benday-webapp.azurewebsites.net/.auth/login/microsoftaccount/callback
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14. At the bottom of the page, click the Save button.

Discard Changes There are unsaved changes.

15. Go back to your Azure Portal browser tab. It should still be on the Microsoft Account
Authentication Settings blade.

16. In the Client Id box, enter your {{Client Id}}. In the Client Secret box, enter your {{Client
Secret}}.

Home > / s > be a Authentication / Au tion > Microsoft Account Authentication Se!

Microsoft Account Authentication a X

.. These settings allow users to sign in with Microsoft Account. Click here to learn 4

. more.

Client Id

Client Secret | |

|E| SCOPE DESCRIPTION

V| wlbasic Read access to a user's basic profile info. Also enables read access...

wl.offline_access The ability of an app to read and update a user’s info at any time.

17. At the bottom of the Microsoft Account Authentication Settings blade, click the OK button.
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18. You should now be back on the Authentication / Authorization blade. The Microsoft provider
should now say Configured. Click the Save button to save your settings.

H Save

¥ Discard

corresponding 5!
is set to “Integrated”

App Service Authentication
on

Action to take when request is not authenticated

indings .net version is configured to "4.5" and manage pipeline mode

| Log in with Microsoft Account

W

Authentication Providers

& Azure Active Directory
Not Configured

>

H racebook
Not Configured

g
4

B Google
Not Configured

ﬂ Twitter
Not Configured

>
>
>

|
|
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i B8 Microsoft

i Configured

==
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19. In your Notifications, you should see a notification that says Save App Auth Settings saved
successfully.

Notifications

Dismiss: Informational Completed All

o Save App Auth Settings 11:09 AM

Successfully saved the Auth Settings for benday-webapp App

===

B P T

You’re done. You’ve just set up an Azure App Service Authentication identity provider for your Azure
Web App. You're ready to use “Easy Auth”.
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